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Section 1: Executive Summary

Section 1.1: Project Overview

The goal of this project was to use high-interaction honeypots to study whether certain honey has
an impact on attacker engagement. Our honey was split into three organization types, two levels of CPU
allocations, and two levels of RAM allocations (12 configurations). We wanted to test whether any of
these variables had a significant impact on how much time was spent on our machines or how many
commands an attacker would execute as a result of these variables (for more detail on the time
spent/number of commands executed, see section 6.2, here we will just group them as attacker
engagement). We used an Ubuntu Virtual Machine (VM) running Linux Containers (LXC) to spawn and
recycle honeypots for attackers to interact with continuously. Using various scripts and tools to monitor,
recycle, kick out attackers, randomize containers, etc., we were able to collect over 12,000 data points for
statistical analysis and draw conclusions for our research question and hypotheses.
Section 1.2: Research Question and Hypothesis

Research Question: How do organization type, RAM allocation, and CPU allocation affect
attacker engagement?

Null Hypothesis: Organization type, RAM allocation, and CPU allocation have no impact on
attacker engagement.
Section 1.3: Collected Data

The data we collected (to answer our research question, not any other supplemental observations
we made later on in the project), was the IP address of each attacker (to filter out repeat attacks), the

number of commands the attacker ran on the container, and the time spent on the honeypot. See section

6.2 for more information about collected data.
Section 1.4: Findings
We found that organization type did not significantly impact attacker engagement. This variable

was deemed irrelevant however as attackers did not interact with any of the user data. In contrast, we



were able to identify statistically significant differences in attacker engagement during their first attack

(unique IPs) based on RAM and CPU allocations.



Section 2: Background Research

Section 2.1: Similar Research

We looked at a study done by Connolly et al. “An Empirical Study of Ransomware Attacks on
Organizations,” which identifies a lack of security awareness as a key vulnerability. This study analyzed
the effects of ransomware on different types of organizations based on levels of security, size, sectors,
attack types, and security posture. They took a look at the same sectors we tested within our project
analyzing hospitals, banks, restaurants, car dealerships, government entities, educational institutions, and
more. The goal of the study was to see if those variables mentioned earlier affected the impact of the
ransomware.

Essentially, their research question was very similar to ours. After analyzing different attacks, the
researchers concluded that “several factors, including ‘organization sector’, ‘security posture’ and ‘attack
type’, influence the degree of severity of ransomware attacks” (Connolly et al. 2020). The organization
sector relates to our project because we looked at different sectors. Their results were linked to more
private versus public sector organizations which is something that we didn’t take into consideration. We
were strictly looking at the type of organization. Since they found the sector had an effect we wanted to
see a difference in attacker behavior based on our organization types.

However, they did conclude that their “results also indicate that ‘organization size’,
‘crypto-ransomware propagation class’ and ‘attack target’ have no significant impact on the severity level
of ransomware attacks” (Connolly et al. 2020). Regarding organization size, that is something we tried to
simulate with the resources of our online environment. Changing the RAM allocation and CPU allocation
would mimic an organization's size, assuming that a larger organization has greater computing power
(more RAM and CPU) (Connolly et al. 2020). In the ransomware research, their size included the number
of exposed interfaces to the internet, employee numbers, and resource usage. We couldn’t simulate the

employee size, but we wanted to see if we would find similar results with resource usage.



Section 2.2: Other Research

Research has suggested that attackers don’t necessarily discriminate when it comes to the size of
organizations. While it can be anticipated that larger enterprise organizations might deter attackers due to
increased capabilities as well as overall resources, this may work on the opposite token meaning attackers
see these organizations thus as larger targets. On the other hand, smaller organizations that may not hold
as many resources devoted to cybersecurity measures are targeted specifically for this reason due to not
having as strong defensive capabilities, so they’re perceived as weaker targets (Verizon, 2022). Studies
conducted within Verizon’s Data Breach Investigations Report provide data that shows cyber attacks
occur across various industries as well as different organizations with a range of defense capabilities. This
report was a reason why we decided to test different organizations. Our null hypothesis was that
organization types, resource allocations, and quantities don’t impact attacker engagement. Verizon's report
supported not rejecting the null hypothesis.

We found another research study on cyber deception techniques to improve honeypot
performance (Javadpour et al. 2024). We wanted to model our honey after some of the research we looked
at within this particular study. The study highlights how you should model your honey to create fake
databases that will lure attackers in. A method was brought up in the research and it’s something we took
into account when making our file names and generating our honey. The research method is that “the
filenames are created by combining different parts of real filenames, and the file contents are generated by
extracting data from different websites.” We took a look at sample organizations like hospitals and found
different configurations that they use for their filing systems. We tried to make our honey as real as
possible because the research concluded that these types of tactics actually do increase attacker behavior.
If an attacker thinks our honey is real, they will interact with it (Javadpour et al. 2024).

Finally, we researched the role of malware deployment since it is also essential when monitoring
attacker engagement. With our project, we are assuming attackers will download malware since that's a
common practice across attackers (Verizon 2022). Within our general overview, another assumption

present is that online systems with lesser security capabilities will have higher engagement rates. This



relates to malware deployment research conducted by the National Security Agency (NSA 2020) which
identifies the usage of malware in web server cyber attacks as a fairly standard strategy. The NSA has also
pointed out that internet-facing web servers are targeted just as frequently as non-internet-facing web
servers where attackers frequently deploy malware such as backdoors. We had some attackers use
malware which supported our assumption that we would get attackers using malware. However, we saw
no correlation with the use of malware and the configuration they were in, but when we did our initial
resource, we thought based on the NSA findings, we would see more malware in the smaller
organizations. We assumed that attackers would see RAM usage and CPU usage then attribute that to
possible security within the system since those traits typically correlate based on research from the NSA

(NSA 2020).



Section 3: Experiment Design Changes

Section 3.1: Change in Research Question

Changes in our independent variables (IVs) led to corresponding changes in our research
question. On September 26th, based on our first shift in IVs, we modified our research question from
“How does the type of organization, the amount of data, and the amount of resources allocated to the
system affect attacker engagement” to “How do the organization type, RAM allocation, and disk space
allocation affect attacker engagement?” On October 8th, based on our second shift in IVs, we modified
our research question again to “How do organization type, RAM allocation, and CPU allocation affect
attacker engagement?”’
Section 3.2: Initial Experiment Design

As of September 10th, the IVs hypothesized to influence an attacker's level of engagement were
organization type, amount of data, and amount of resources (RAM and disk space). We represent
organization type based on the type of user data being stored in the honeypot. Our original plan was to
store user data in an Apache web server.
Section 3.3: Design Modifications

Based on recommendations from teaching staff, on September 26th, we shifted our Vs to
organization type, amount of RAM, and amount of disk space. Essentially, we dropped the amount of data
and split the amount of resources into two separate variables for RAM and disk space. The next design
modification, on October 8th, was shifting our independent variable of disk space allocation to CPU
allocation. Container disk space allocation proved challenging to implement using LXC and Bash. After
recommendations from the teaching staff, it became clear that CPU allocation was a significantly simpler
and more manipulable variable.

On October 1st, we modified our experiment to reflect a change from using an Apache web server
to using a MySQL database. However, on October 15th, the team collectively agreed to shift away from

Apache and MySQL; just moving the honey data into the home directory of our system to allow for



increased simplicity and quicker recycling. We predicted that most attacks would be from bots and that
most bots would not have the complexity required to engage with a web server or database. This change

also significantly simplified our recycling script, making it roughly 40-60% faster on average.



Section 4: Research Question and Hypothesis
Section 4.1: Research Question and Hypotheses

Our research question is: How do organization type, RAM allocation, and CPU allocation affect
attacker engagement? We predict that organizations storing higher proportions of personally identifiable
information (PII), having more RAM, or having more CPU will be seen as a larger target than an
organization with the opposite. We theorize that being perceived as a larger target will cause attackers to
engage more. While Connolly et. al. concluded that organization size had no significant impact on the
severity level of ransomware attacks, we are representing organization size differently and are testing for
attack engagement rather than the severity level of a ransomware attack.

H,: Organization type, RAM allocation, and CPU allocation have no impact on attacker
engagement.

H,: Attacker engagement is greater in organizations storing higher proportions of Personally
Identifiable Information (PII) (i.e. restaurant < hospital < bank).

H,: Attacker engagement is greater in organizations with greater RAM allocation.

H;: Attacker engagement is greater in organizations with greater CPU allocation.
Section 4.2: Term Definitions

We defined an attacker as any unauthorized entity interacting with our honeypots to exploit
vulnerabilities, execute malicious actions, or probe for weaknesses. We defined an attack as any action
performed by an attacker to exploit vulnerabilities, execute malicious code, or probe for weaknesses. We
defined PII as any data that can be used to identify a person such as name, address, medical records, bank
account number, etc. We defined attacker engagement as a combination of an attack duration and the

number of commands executed during the attack.
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Section 5: Experiment Design

Section 5.1: Honeypot Configurations

We have a total of 12 configurations for our honeypots. See Appendix B, Figure 2 for a diagram
of our configurations. Each honeypot has an organization type, RAM allocation, and CPU allocation. We
have three organization types: restaurant, hospital, and bank. We have two levels of RAM allocation: low
(2 GB) and high (4 GB). We have two levels of CPU allocation: low (512 shares) and high (1024 shares).
Section 5.2: Session Management

For session management, our team decided to implement both an idle time and a max total time.
These constraints help us maximize data collection while also allowing attackers to carry out their attacks
with minimal interference. They also facilitate timely and efficient honeypot recycling.
Section 5.3: Data Integrity

In order to ensure data integrity, we take periodic backups of our honeypot. This includes backups
of the MITM logs, health logs, scripts, and honey. The backup process is integrated into our parser code
so whenever we fetch log files for data analysis, we also take a backup of our honeypot. The backup is
stored on both our local machines and our team's GitHub repository.
Section 5.4: Containerized Honeypots

We deployed our honeypots using LXC containers. We chose containers over virtual machines as
they are more lightweight which enables us to recycle our honeypots quicker while also minimizing
resource consumption. This allows us to run multiple honeypots concurrently without compromising on
performance.
Section 5.5: Network Design

Each container has three associated Network Address Translation (NAT) rules. One rule routes all

SSH traffic destined to an IP address to its associated MITM server instead. The other two rules

masquerade the internal container IP address with the external IP address. See Appendix B. Figure 3 for a

visualization of this. Each container has OpenSSH-Server installed and enabled to allow attackers to SSH
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into them. Once an attacker connects, we disallow any other attackers from connecting to the same
honeypot. We allow attackers access on their first login attempt. The firewall rules provided by the
Division of IT prevent container-to-container movement among other constraints.
Section 5.6: Health Monitoring

To maintain operational stability and for ease of debugging, our team made our internal health
logging system that tracks activity on each IP address. This includes events such as an attacker
connecting, a MITM server getting created/killed, a container getting created/destroyed, etc. These logs
allow us to track when an IP is down, operating slower than expected, and for troubleshooting when

something goes wrong. See Appendix B, Figure 4 for an excerpt of one of the log files.

Section 5.7: Log Management

Log files generated by the MITM server are stored in a log folder. The logs are then further
subdivided into 12 folders for each of the 12 configurations. The log files are named based on their
configuration, timestamp, and IP they were on. This organization format and naming convention ensure
that data is easily accessible and well-organized for analysis.
Section 5.8: Honeypot Setup

Our scripts follow a cyclical automation flow for managing our honeypots. Main.sh is called by a
cron job on every reboot. It sets up firewall rules and log folders, destroys leftover containers, sets up
initial NAT rules, etc. Main then calls our create script for each of our 5 IP addresses. The create script
randomly selects a configuration, creates and starts a new container, sets up required NAT rules, starts a
MITM server using a forever process, and calls the tail script. The tail script waits for an attacker to
connect and then calls the recycle script once the attacker exits, reaches the idle time, or reaches the max
total time. The recycle script first calls the destroy script which deletes the old container, deletes the old
MITM server, and deletes old NAT rules. The recycle script then calls the create script and the cycle

continues. See Appendix B, Figure 1 for a flowchart depicting this.
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Section 6: Data Collection

Section 6.1: Collection Method

We collected attack data using the MITM server given to us by ACES. The MITM server

generates a log file for each attack. The folder containing all the log files is zipped and downloaded onto

our local machine for data processing. We have a data processing script that takes care of downloading

logs, taking a backup of our host machine (honeypot scripts, logs, health logs, honey), data preprocessing,

data processing, and some data analysis in addition to what is in our Google Colab. See section 7 for more

information about the data analysis in our script.

Section 6.2: Collected Data

We gathered extensive metadata from each attack to help find potential trends. Here is a list of all

the metadata collected from each attack:

Field Description

Source [P Attacker IP address

Client ID SSH client identifier (e.g. SSH-2.0-Go)

Username Username attacker authenticated with

Password Password attacker authenticated with

Start Time Time the attacker connects to the honeypot in EST

End Time Time of the last command or time the attacker exits honeypot if no
commands in EST

Duration Duration of the attack in milliseconds

Number of Keystrokes Number of keystrokes from the attacker

List of Commands

List of all the commands entered by the attacker

Execution Mode

Whether the attacker used interactive or non-interactive mode

CPU Usage

The amount of CPU resources used by the honeypot in MiB

Total Block Usage

The amount of storage used by the honeypot in MiB

Memory Usage

The amount of memory used by the honeypot in MiB
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Kernel Memory Usage

The amount of kernel memory used by the honeypot in MiB

Outgoing Data

The amount of outgoing data from the honeypot in MiB

Incoming Data

The amount of incoming data to the honeypot in MiB

We had 12,130 attacks as of 4:20 pm EST on November 29th, 2024. The attacks are fairly evenly

distributed among the 12 configurations.

Section 6.3: Excluded Data

We excluded a total of 13 attacks. Over the past month, we received 13 attacks from within

UMD’s network. These attacks originated from the IP: 129.2.19.33. This IP belongs to UMD and has a

hostname of “ticketing.lib.umd.edu”. All 13 attacks were identical, They had a username of

“LIBRSYSISVC” and the attacks consisted of fetching some system information and checking if the user

has superuser access. We decided to exclude these attacks as we theorize that these are part of some

internal tests run by the DIT and therefore not considered attacks by our definition. See section 4.2 for our

definition of an attack.

Section 6.4: Data Preprocessing

Our analysis has three stages: data preprocessing, data processing, and data analysis. All our

analysis is done using Python scripts. Our preprocessor has two parts to it. The first part takes a backup of

our host machine by zipping the desired files and downloading them onto our local machine. The backup

is stored as a zip and the log files are copied and unzipped for parsing. The second part of the

preprocessor parses through all the logs and extracts metadata about each attack. The metadata is stored as

JSON where each entry represents a single attack. See Appendix B. Figure 5 for an example. The

preprocessor also handles any unattached log files or test attack log files. These attacks are ignored and

not included in the preprocessed data.

Section 6.5: Data Processing
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Our data processor parses the JSON generated by the preprocessor and generates CSV files for
our Colab as well as other data formats for our own additional analysis. The processor generates two CSV
files, one for all attacks and one for attacks from unique IP addresses. The CSV files include the
configuration, number of commands, and duration. It excludes any attacks that reach the timeout time
while generating the CSV files.

For our further analysis, the processor also builds a pandas dataframe with 2 fields: an IP address
and the number of attacks from that IP address. The processor then uses two publicly available databases,
GeoLite2 and Simple Maps World Cities. We use these databases to convert each IP address to a city
name and latitude-longitude pair. The processor then uses scikit-learn to cluster attackers. The final output
is a data frame that includes the clustered attackers, with each cluster labeled and associated with city
names, latitude/longitude pairs, and the number of attacks from that location. This data frame is used for
further analysis discussed in section 7.

Section 6.6: Data Categorization

Our initial plan was to categorize the data based on configuration, dividing it into 12
categories—one for each configuration. After inspecting attacker behavior, we realized that none of them
interacted with our honey, so we decided to also categorize our data by only RAM and CPU allocation
and excluded the organization type. This drops us to 4 configurations. This change had no impact on our

processor as we made the necessary changes in our Colab.
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Section 7: Data Analysis

Section 7.1: Statistical Strategies

Because our project relied on a wide variety of honeypot configurations, we needed many unique
statistical tests to analyze our data accurately. Mainly, we relied on Analysis of Variance (ANOVA),
Kruskal-Wallis, and Dunn’s Multiple Comparison tests to compare activity across different container
configurations. Every test provides unique utilities to our analysis. The ANOVA tests allow us to compare
the variance across configurations without the constraint of a t-test which is generally used to compare
exactly two data sets. Since we had twelve configurations, the ANOVA allowed us to check whether there
was variance across all of these configurations. The Kruskal-Wallis test ranks the data and generates an
H-statistic to tell us whether there is any statistical significance across the medians of our honeypots.
Similarly, it operates on more than two datasets, which is useful since we are comparing so many
configurations. Finally, Dunn’s test is useful when we’ve noted a statistical significance across all
configurations. This test breaks down the analysis into pair-by-pair comparisons, analyzing the data
between two specific configurations at a time, and generating a table of comparisons between all possible
pairs.

We ran the tests including organization type, however, we noted that none of the organization
honey was interacted with during the attacks. As a result, we added extra tests where we only compared
the configurations by RAM and CPU amounts and ran the same tests with the new constraints. The
following two sections will break down the statistical tests into our original (including the organization
type) and updated (excluding the organization type) configuration sets. Our violin plots can be found in

Appendix B: Figures 13-20.

Section 7.2: Results (Organization/RAM/CPU)
For attacks where we counted repeat attacks from an IP address, we had no statistical significance
in our ANOVA and Kruskal-Wallis tests because the p-values for both tests were much higher than our

alpha levels of 0.1 (as shown in Appendix B, Figure 6). As a result, we could not reject the null
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hypothesis, meaning that we didn’t find significant differences between the number of commands or the
time spent inside the container across different configurations.

The results for unique IP addresses (i.e. ignoring repeat attacks from an address) were a little
different. For the time spent on each configuration, we found no statistical significance across different

configurations through our ANOVA and Kruskal-Wallis tests (as shown in Appendix B. Figure 7). As a

result, we could not reject the null hypothesis, so we did not find evidence of significant differences
between the time spent in the container across different configurations when ignoring repeat attacks from
an IP address. However, for the number of commands executed on each container, we had a significant
p-value in both ANOVA and Kruskal-Wallis. As a result, we could reject the null hypothesis, so there
was a significant difference in the number of commands executed for unique IP addresses. Since we
rejected the null hypothesis, we followed up by running Tukey’s and Dunn’s tests on the pairs of
configurations to see if any of the configurations stood out the most in significance. From Appendix B,
Figure 8, we don’t see any significance between specific pairs of configurations. From Appendix B,
Figure 9, we see the low p-values occur between comparisons of configurations including the bank
organization honey

At this point, we would have concluded that the bank honey had some statistical significance,
however after further analysis of our log files we found that none of the attackers had actually interacted
with our honey. As a result, we decided to add extra hypotheses: ones that exclude the organization honey
and just see if there is any significance between our RAM and CPU variables alone.

Section 7.3: Results (RAM/CPU only)

Now that we merged organizations and only focused on RAM and CPU, we reran our statistical
tests.

For attacks where we counted repeat attacks from an IP address, we had no statistical significance
in our ANOVA and Kruskal-Wallis tests because the p-values for both tests were much higher than our

alpha levels of 0.1 (as shown in Appendix B, Figure 10). As a result, we could not reject the null
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hypothesis, meaning that there was no significant difference between the number of commands or the

time spent inside the container across different configurations where we ignored the organization honey.
The results for unique IP addresses (i.e. ignoring repeat attacks from an address) were, again, a

little different. For the time spent on each configuration, we found no statistical significance across

different configurations through our ANOVA and Kruskal-Wallis tests (as shown in Appendix B. Figure

11). As aresult, we could not reject the null hypothesis, so there was no significant difference between the
time spent in the container across different configurations when ignoring repeat attacks from an IP
address (when ignoring the organization honey). However, for the number of commands executed on each
container, we had a significant p-value for both ANOVA and Kruskal-Wallis As a result, we could reject
the null hypothesis, so there was a significant difference in the number of commands executed for unique
IP addresses when we ignored the organization honey. Since we rejected the null hypothesis, we followed
up by running Tukey’s and Dunn’s tests on the pairs of configurations to see if any RAM/CPU

configurations stood out the most in significance. From Appendix B, Figure 11, we observe no

significance from Tukey’s Test however there is significance for the high-RAM/low-CPU and
low-RAM/high-CPU configurations when compared to the high-RAM/high-CPU and
low-RAM/low-CPU configurations.
Section 7.4: Supplemental Analysis

We did some additional analysis to try and find other patterns in our data. For example, when
filtering our data points by IP address, we realized that just 15 IP addresses accounted for nearly 30% of
all attacks. We were also interested in where our attacks were originating from so we created a

proportional symbol map (see Appendix B: Figure 10). We mapped the location of each IP address and

clustered nearby attacks. We noticed that the vast majority of our attacks were from China, Russia,

England, Bulgaria, Germany and Amsterdam. We noticed specifically that the attacks came from towns
with a large number of data centers. For example, Slough, an industrial hub just west of London with a
high density of data centers, accounted for roughly 7% of attacks. We also noticed that roughly 30% of

our attacks came from DigitalOcean, a multinational cloud services provider, data centers.
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Since we could not find any significant differences between configuration and duration or number
of commands, we also tried to find correlations between duration, number of commands, distance from
College Park, and start_time. We ran Pearson correlation tests however all of the correlations were

negligible (i.e. | r| <0.2).
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Section 8: Conclusion

Section 8.1: Interpretations of the Results

After our statistical analysis and observations made throughout this research project, we noted
that we needed to do additional analysis. Since none of the attackers were interacting with our honey,
rather, grabbing information about the container’s system, we changed our focus to looking at the RAM
and CPU amounts. This is because we knew hackers were looking at the container resources, so now our
research question was more guided and the statistics would provide some useful insights. From these
changes, we were able to reject the null hypothesis, meaning that there is a significant difference in the
number of commands entered from a unique attacker is related to the RAM and CPU configuration of the
host system.
Section 8.2: Summary Points

Despite our initial struggles with the network configurations and deployment, we were able to
collect a sizable sample for our statistical analysis for the culmination of this project. We were able to
gather enough data and did a thorough enough analysis which allowed us to do additional analysis for
more directed and accurate results, and we were able to derive interesting conclusions as a result.
Similarly, we did some supplementary analysis on the location of the attacks, the binaries that were
installed on the systems, and other interesting points.
Section 8.3: Further Work and Open Questions

Had we had more time to work on this project, we would have posed more research questions and
other qualitative questions, coupled with the fact that we would have had more data to work with. For
example, the map that we had of our attack origins was very interesting, and we could have had time to
analyze whether the distance affected the time spent in our containers or how many commands they were
able to execute (due to the delay or connection stability or any other possible factors). Similarly, some of
the attackers downloaded scripts that would link to binaries pulled from random IP addresses on the

internet. We were able to get our hands on some of the binaries and did some reverse engineering with



Ghidra, however, we didn’t have enough time to trace exactly which backdoors the attackers were

exploiting, which we would do if we could continue working on this project.

20
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Appendix A

Lessons Learned

As the project progressed, we realized that we should’ve been more thorough during the planning
phase. While our development phase was organized and timely with clear goals, communication, and
consistent progress, the analysis portion of our project lacked the same level of organization. Initially, we
had poor communication on who was responsible for what part of the Colab and log parsing code. This
led to two group members completing the same task separately or certain tasks being left unfinished.
Fortunately, we were able to overcome this setback swiftly however it could have been avoided altogether
had we spent more time planning it out earlier in the semester.
Surprises

After analyzing our data, we encountered a few surprises. One major surprise was that nearly
70% of attacks ran no commands. Another notable surprise was that nearly 20% of the
attacks—amounting to two-thirds of the attacks with commands—executed only the uname command.
Our third and final surprise was that none of the attacks interacted with our honey. The few attacks that
ran a command other than uname, if at all, tried to modify the .ssh directory, download malware, or an
assortment of other uninteresting behavior.
Pitfalls and Failures

We faced several setbacks throughout the development process. Initially, the IP addresses we
were assigned were faulty but we were able to get new IPs assigned after meeting with TAs during office
hours. Of the newly assigned IPs, only one worked but we were able to deploy on that IP. Soon after we
were assigned a second working IP, our destroy script faced issues with having more than one IP and we
had to have our IPs undeployed as a result of this. We were able to fix this issue quickly and get our IPs
redeployed again. Since then, both of our IPs have been working smoothly with no issues.

An inefficiency was our container naming convention. We named our containers based on their

configuration, epoch time of creation, and which IP they were on. This was redundant and led to lengthy
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container names and log file names. Naming them based on which IP they were on (69 or 106) and a
timestamp of time of creation in ISO 8601 would’ve led to much shorter container names and log file
names while also being significantly easier to understand.

Another inefficiency was the way we organized our log files. We had one folder for each
configuration. This made it difficult to find specific log files. Adding subfolders in each configuration
folder for the day the log file was created would’ve greatly improved organization.

Feedback

One piece of feedback our group has is that the standups felt a bit repetitive. It felt like every
group was saying the same thing every week. It also would’ve been helpful if the first Technical Logs and
Health Logs assignments were graded so we know what the expectations are for assignments two and
three. Apart from that, the course was well structured. Having all the assignments and their deadlines

posted at the beginning of the semester was extremely helpful for time and project management.
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Figure 4: Excerpt of Internal Health Logs

"Attack-ID 10378": {
"Configuration”: "restaurant_low_high",
"Source_ IP": "164.90.215.117",
"Destination IP": "128.8.238.106",
"Client_ID": "SSH-2.0-Go",
"Attacker _Username": "es",
"Attacker_Password": "123456",
"Start_Time": "2024-11-20 18:57:25.865000",
"End_Time": "2024-11-20 18:57:27.609000",

"Duration": 1.744,
"Keystrokes Count": 9,
"Commands": [

"uname -s -v -n -r -m"

1,




"Noninteractive_Mode":

J

"CPU_Usage": "26.81 seconds"”,
"Total_BlkIO Use": "142.95 MiB",
"Memory_Usage": "318.06 MiB",
"Kernel_Memory Usage": "24.54 MiB",
"Outgoing Data": "135.91 KiB",
"Incoming Data": "19.76 MiB"

Figure 5: Example Entry in Preprocessed Data

HHHE Duration_éeconds fisisizidizg
### ANOVA #it#

C(Organization)

C(RAM)

c(cpu)

C(Organization):C(RAM)
C(Organization):C(CPU)
C(RAM) : C(CPU)
C(Organization):C(RAM):C(CPU)
Residual

#i## Kruskal Wallis #i##

NN PR BRAR PR VR

sum_sq

.645725e+03
.353543e-01
.983352e+02
.248625e+03
.211696e+02
.972841e+01
.476134e+03 .
.224071e+06 11949.

H-statistic: 9.3208571155332, P-value: ©.5923

#itHHH Num_Commands  ##H#H#HE
### ANOVA #iH

C(Organization)

C(RAM)

c(cpu)

C(Organization) :C(RAM)
C(Organization):C(CPU)

C(RAM) :C(CPU)
C(Organization):C(RAM):C(CPU)
Residual

#i## Kruskal Wallis #i#

Q.
=

sum_sq
.740135
.075756
.115909
.924346
.238618
.216651
.445610
.993633 11949.

OO0 0000

H-statistic: 6.14618959282061, P-value: 0.8634

F
.361058
.000886
.328057
.032647
.348319
.082253
.047829

NaN

F

.445266
.091150
.139462
.556088
.143553
.260675
.268079

\EN

PR(>F)
.256429
.976261
.566816
.356095
.705881
.774271
.129060

NaN

PR(>F)

.640664
.762725
.708823
.573463
.866276
.609666
.764852

NaN

Figure 6: Statistical Tests for All Attacks with Organization
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##HHHHE Duration_Seconds #iH#Hi#HE
### ANOVA #i##

sum_sq F
(o .298147e+01 5 .051921
C(RAM) .713313e+02 o .105111
C(CPU) .619848e+01 5 .111614
C(Organization):C(RAM) .702643e+02 . .172065
C(Organization):C(CPU) .033454e+03 . .248397
C(RAM) : C(CPU) .200133e+01 . .101474
C(Organization):C(RAM):C(CPU) .160973e+02 . .140244
Residual .423858e+06 3440. NaN

### Kruskal Wallis ###
H-statistic: 9.00106991746474, P-value: 0.6218

HHEHHE Num_Commands #itHtHt
### ANOVA #it#

sum_sq F PR(>F)
C(Organization) 0.383497 . .284386 .752493
C(RAM) 1.149085 o .704236 .191822
C(CPU) 0.157376 . .233408 .629039
C(Organization):C(RAM) 0.469475 . .348145 0.706022
C(Organization):C(CPU) 0.669467 5 .496451 0.608730
C(RAM) : C(CPU) 2.074275 o .076407 .079525
c(Organization):C(RAM):C(CPU) 5.035650 . .734246 ©0.023988
Residual 2319.428728 3440. (\EL \EL

Figure 7: Statistical Tests for Unique IP Attacks with Organization
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Figure 8: Tukey Test for Unique IP Attacks with Organization
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### Kruskal wallis s
H-statistic: 26.111388149659985, P-value: 8.8862

#HE Dunn's &
bank_high_high bank high low bank low high bank low low hospital high high hospital high low

a. £ .334799 Baa27a 8.842736
B34148
636365
215888
2epe0e

153812
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bank_low high
bank_low low
hospital_high_high
hospital_high_low
hospital low high
hospital low low
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Figure 9: Kruskal Wallis and Dunn's Test for Unique Attacks with Organization

#RHHEEERE Al]l Merged dRHERHERN
#HHHAE Duration Seconds #HHEHEE
HHE ANOVA #HHE

sum_sq df F PR{>F)
C{RAM} 1.294%752e2-81 1.8 .888215 6.9823a3
C{CPU) 2.2932042482 1.8 379274 8.5323084
C{RAM}: 4.828824e24081 1.8 879848 8.7775a9
Residua 7.22984%=4+86 11957.06 MaN MaN

#HH Kruskal Wallis ##H
H-statistic: 2.883798272486556, P-value:

#HAEHAEE Num_ Commands #HEHAER
HHE ANOVA #HHE

Sum_sq F PR(>F)
C{RAM} 8.872623 il- .B27419 @a.767494
C{CPU} 8.115416 il- -138929 @.789355
C(RAM) :C(CPU) 8.203519 1. .244981 0.620640
Residual 9933.331455 2 - NaM NaM

H Kruskal Wallis #HH
H-statistic: 3.552778929528399, P-value: 8.3148

Figure 10: Statistical Tests for All Attacks without Organization



#HAHERE Duration Seconds #HHHEHE
HHE ANOVA #HEE
sum_sq

PR(>F)

C(RAM) .362832e+02 1.0 . 8.132516
C(CPU) .2764540+01 1.0 0.103401 0.747805
C(RAM):C(CPU) 6.387877e+01 1.8 ©.154453 ©.694340

Residual 4260220486 344%.0 NaN

#HHE Kruskal Wallis i

NaM

H-statistic: @.67215489628677761, P-value: B.8797

#HHEHEAEE Num_Commands #EHAH
HHE ANOVA #HAE

Sum_sq
C(RAM) 1.186570
C(CPU) 0.141793
C(RAM) : C(CPU) 2.276776
Residual 2325.992822

#iH Tukey #HH

Multlple Comparison of Means - Tukey HSD, FWER

group? meandiff p-adj lower upper

high high high low
high high low high
high high low low
high low low high
high low low low
low high low_low

#Hi Kruskal Wallis #Hi#
H-statistic: 7.846562126143783, P-value: 8.8483

fHH Dunn's $8HE

PR(>F)

. 288363
.646647
.866277

NaM

high_high high low low_high low_low

high high 1.6688868 ©.8409373 06.844527 B.8877

51

high_ low 8.849373 1.000686 0.924292 06.851462

low_high 8.844527 ©8.924292 1.668008 ©.8463

33

low_low B.827751 ©8.6851462 6.8483323 1.0680800

Figure 11: Statistical Test for Unique IP Attacks without Organization
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Figure 13: Time Spent for All Attacks by Configuration
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Figure 14: Time Spent for Attacks from Unique IPs by Configuration
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Figure 15: Number of Commands for All Attacks by Configuration
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Number of Commands for Attacks from Unique IPs by Configuration
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Figure 16: Number of Commands for Attacks from Unique IPs by Configuration
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Figure 17: Time Spent for All Attacks by Configuration (Ignoring Organization Type)



©

Time Spent for Attacks from Unique IPs by Configuration (Ignoring Organization Type)

300 *
.
. 250 .
0
©
2
8 200
o
<
€ .
§ 150 M
0] .
o
£ 100 L) L .
= s °
. -iips aalips wufhe
“ ; ;
0 é> ‘ *
high_high high_low low_high

Configuration

33

Configuration
high_high
high_low

low_high

low_low

ooEm

low_low

Figure 18: Time Spent for Attacks from Unique IPs by Configuration (Ignoring Organization Type)
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Figure 19: Number of Commands for All Attacks by Configuration (Ignoring Organization Type)
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